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Introduction 

 

In this manual, we’ll only cover the basic configuration of the L-DCIM units and their unique features, 

such as the wireless sensor support. Please refer to the APS HTML manual for configuring the 

unexplained parts of the system and for the setup of notifications, as they’re identical with the 

AKCPro Server WebUI. 

 

Very important note: 

All units come with a system storage USB flash drive plugged in to USB port 3. 

DO NOT REMOVE THIS USB DRIVE! It contains the AKCPro Server installation and all your user 

settings and data. 

If you remove the USB drive, the unit will stop working until you re-insert the same drive. If the drive 

gets corrupted and you insert another drive (or reformat the original), the unit will perform a factory 

reset and all your settings will be lost! 

Always perform backups and export your backups to external drive to avoid losing your data (see 

below about backup & restore features in this manual). The drive is formatted with Linux Ext4 file 

system partitions and is unreadable under Windows OS, you cannot recover data from it this way. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Important note: 

 

AKCP always highly recommends using 

a dedicated 3rd party UPS on the units. 

Any damage caused by unstable power 

or power outages will void the warranty 

on our units. The image on the left 

shows the L-DCIM unit. 
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What is the L-DCIM? 
 

The AKCP L-DCIM is a “DCIM in a box” solution with embedded AKCPro Server. You can monitor all 

your network enabled devices such as intelligent PDU’s, UPS’s rectifiers and CRAC units. It supports 

SNMP, Ping and Modbus TCP/IP virtual sensors. Add sensors connected to AKCP base units for a 

complete end to end data center monitoring solution. 

 

LoRa™ Radio 

L-DCIM is equipped with a LoRa™ wireless radio for connecting AKCP wireless sensors. Easily 

deploy environmental and security monitoring solutions in hard to reach areas, no cabling, no IP 

addresses, no power needed. 

 

Tablet View 

The L-DCIM has a dedicated tablet view user interface, allowing you to monitor your data center stats 

with drill down mapping from custom desktops over WiFi while roaming your data center. This allows 

technicians on the ground to be updated real time and respond to critical alerts immediately. 
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Important notes: 

 

 Some of the pictures shown in this manual might not represent the actual Web UI of the unit 

and may refer to the SP+ units or APS; this is because the L-DCIM is a new family of units and 

its Web UI is basically all the same as for SP+. We are constantly working on improving the 

firmware; please provide us with feedback if you have any issues configuring your unit. 

 

 All units are shipped with DHCP disabled and  the default web interface IP address will be 

192.168.0.100. We strongly recommend you change this to avoid problems with duplicate IP 

addresses on your network. Please see the section in this manual on how to setup a new IP 

address on the unit. 

 

 The L-DCIM unit is designed for smaller installations with a few devices, and APS on a PC 

should be used for larger installations (more IP cameras, lot of devices and sensors to monitor 

etc.) 

 

 You can add any AKCP units to the L-DCIM including SP+, SEC & sensorProbe units but you 

cannot add a L-DCIM to HTML5 APS on a PC. This might be possible in future releases. 

 

 You cannot have an AKCP unit connected to a L-DCIM and to APS on a PC simultaneously. A 

warning popup will be shown if you attempt to do so. IP cameras and other network devices 

however could be connected to multiple APS. 

 

 All AKCP sensors are supported on L-DCIM, except probeSwitch. The 5 Dry Contact Sensors 

are supported as a licensed feature. 

 

Hardware installation remark: It is recommended to connect the power supply's cable prior to 

mounting the unit in the rack; otherwise it might be hard for you to connect it while it’s mounted. 

AKCP also always highly recommends using a dedicated 3rd party UPS on the units.  

 

What is the difference between the previous securityProbe (SEC5E, SEC5ES, SEC5ESV etc.) 

units and the L-DCIM (securityProbe+)? 

 

The main difference is that the L-DCIM is running the ported (embedded) AKCPro Server software 

instead of the previous securityProbe built in web interface. You can think of it as the AKCPro 

software running on the L-DCIM unit instead of a separate computer server machine.  

This not only frees up resources not having to use expensive server computers, but allows you to 

have the power of the server software running in your server cabinet or rack in a 1U unit. 

 

And like the AKCPro Server you can add and monitor all of your other AKCP units into the L-DCIM 

units APS application for centralized monitoring from a single L-DCIM unit in your cabinet or server 

rack.  
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AKCPro Server Embedded on the L-DCIM 

 

AKCPro Server is our central monitoring and mangement software comes embeded, or ported  on the 

L-DCIM units. Note: When upgrading the units image to a new version it is not nessasary to upgrade 

the Windows AKCPro Server software application that you might have running separatly on your PC. 

Also, we do not support the IE browser, only Chrom and FF. 
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Reset button functions for the L-DCIM units 

 

There are specific commands you can send to the unit by holding the Reset 

button for a specified amount of time. 

The Normal Mode and Safe Mode commands are different (see below). 

 

You’ll have to use something sharp, such as a straightened paperclip to be 

able to press Reset. 

 

 

 

 

 

 

 

 

 

Commands: 

 

Normal Mode 

Function Button hold time, sec LED blink frequency, blinks per sec 

Show IP (display on LCD sensor 

too, if connected) 
from 0.05 up to 3 4 

Reboot from 3 up to 7 2 

Reset Admin password from 7 up to 12 1 

Reboot to Recovery mode from 12 up to 17 0.5 

Factory Reset from 17 up to 25 0.25 

 

Safe Mode 

Function Button hold time, sec LED blink frequency, blinks per sec 

Show IP (display on LCD sensor 

too, if connected) 
from 0.05 up to 3 4 

Reboot to Regular mode from 3 up to 7 2 

Factory Reset from 7 up to 12 1 
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Connecting to the unit for the first time 

 

Very Important Note: The units require you to enter passwords to access the web interface every 

time. Unlike other SP+ units, this cannot be disabled. 

The default log in is Username: admin Password: admin 

 

Every unit is shipped with the default IP address of 192.168.0.100 and DHCP disabled. 

In the next section in this manual we will go through the process of changing this IP address to fit 

your own network configuration. 

 

Note: In some cases your computer might not be able to connect to this default IP address. In this 

situation you either need to: 

a) check your DHCP server (or router, if any) for the automatically assigned IP address 

b) add the default IP your computers routing table or 

c) add a secondary IP address to the LAN card to allow access to the unit. 

See below how to setup these. 

 

Ensure the following items are available to you before starting: 

- RJ45 CAT5 crossover cable with RJ45 male connection (straight cable should also work, depending 

on your LAN card) 

- A PC with Ethernet card or LAN socket, logged in with Administrator rights 

- Stable power source for the unit (UPS) 

 

1) Connect the unit via the Ethernet port of the unit to your computers LAN or Ethernet port with a 

CAT5 crossover cable. 

 

2) Proceed to the next section in this manual: Initial out-of-box configuration 
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How to add a manual route to the computer’s routing table?  

 

Open an Administrator Command Prompt (CMD) window and type: 

 

route add 192.168.0.100 10.1.1.20 

 

Where 10.1.1.20 is the IP address of the Ethernet interface on the PC that the unit is plugged into 

with the crossover cable. 

 

Note: If you do not receive an 'OK!' message then a parameter was wrong or missing. 

The route is not persistent (removed upon rebooting), but you can also delete it with the 

route delete 192.168.0.100 command. 

 

How to add a secondary IP address to the computer’s LAN card? 

 

You can do this via the GUI by opening the LAN connection’s properties: 

 

 
 

Or open an Administrator Command Prompt (CMD) window and type: 

 

netsh interface ipv4 add address “Local Area Connection” 192.168.0.2 
255.255.255.0 

 

The above command adds the IP Address 192.168.0.2 (with Subnet Mask 255.255.255.0) to the 
connection titled “Local Area Connection”. 
You will then be able to connect to the unit with its default IP. 
 
Note: The secondary IP address is permanent for the LAN connection; don’t use it if you only need it 
once. Instead use the routing table method above. 
  



                                                                                                                 
L-DCIM Product Manual

 

- 11 - 

Initial out-of-box configuration 

 

L-DCIM Initial setup steps 

 

Connect all cables to L-DCIM, arrange the antennas and power it on. It can take a few minutes before 

the system gets ready for the first time. 

 

During startup, L-DCIM will check the system USB drive, and format it again if necessary - this will 

also add to the boot time, please be patient. 

 

You can already point your browser to the unit’s default IP address, and it will open when the system 

is ready.  

 

Browser Connections & Log in Issues 

 

Please note that currently the only supported browsers are Google Chrome and Mozilla Firefox. With 

other unsupported browsers, the Web UI might not load correctly. 

 

Impoartant Note: All of the newer versions (from 2020 on) of the third party web browsers, including 

Chrome will evetually include new security restrictions that will affect your connections to all of our 

units and also our AKCPro Server web interface.  

 

You have two options to avoid the browser connection issues when connecting to our web interfaces. 

 

The first is to simply use HTTP and not HTTPS.   

 

The second is to replace or upload your own HTTPS certificate and adding this certificate to your 

trusted certificate lists within the browser. You should consult with your network administrator or 

sytem adminitrator for further assistance with this second option. Please also see the manual in the 

All Manuals section labeled “Adding Security Certificates to AKCP products.” 

 

Note: The following steps are also required after you perform a factory reset using the Maintenance 

menu on the unit. 

 

If you have the unit directly connected to your PC via a LAN cable: Open the Web UI with default IP 

192.168.0.100 



                                                                                                                 
L-DCIM Product Manual

 

- 12 - 

In this example we’re using direct cable connection, so we’ll open the default IP: 
192.168.0.100 

 

 
 

The unit’s login page defaults to HTTPS protocol. It’s using a self-signed certificate and you’ll need to 

accept that to continue. This is depending on your browser, Chrome is shown as an example. 

 

 
Click the Advanced button and then Proceed to 192.168.0.100 (unsafe). 

 

You can replace the SSL certificate to eliminate the browser warnings, or enable the HTTP port. 

Please see page #11 above if you are having problems with the browser connection or log in errors. 
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The login page will load. It is necessary to log into the system every time the Web UI is accessed. 

The default login name and password is: 

admin / admin. 

 

Important Notes: If you are having trouble connecting for the first time to the L-DCIM from your 
laptop or PC when the unit is directly connected using the yellow cross over cable.  
 
First, you must allow at least 20 to 30 minutes for the USB stick drive connected to port #3 to be 
formatted and the other system files to be installed to complete the initial setup (done automatically).  
 
Secondly, make sure that the LAN extension cable from your PC or laptop is not faulty. You can use 
either the cross over, or straight through LAN cable as the Ethernet port on the L-DCIM will detect 
and handshake (connect) accordingly. 
 
Third, check to make sure you have configured your PC or laptop’s LAN adapter IP address correctly, 
for example 192.168.0.101. Four, temporally disable the Windows firewall and antivirus on your PC.  
 
LinuxIPSet 
 
You can also check to make sure the unit has been assigned the default IP address by using the 
LinuxIPSet version 6.0.0. Run the LinuxIPSet (firewall & antivirus disabled) then push the reset button 
once on the L-DCIM. This will display the IP address assigned to the L-DCIM in the LinuxIPSet. 
 
The LinuxIPSet utility ver. 6.0.0 can be downloaded from our website via the support portal. Here is 
the direct link: http://www.akcp.in.th/downloads/Firmwares/lnuxIPSet6.0.0.zip 

http://www.akcp.in.th/downloads/Firmwares/lnuxIPSet6.0.0.zip
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Now the initial setup wizard will load. 

Here you can set the basic parameters for the device. 

 

Note: If you skip the setup with the “Skip Setup” button, the default values will be used. These can be 

later modified using the system menus. 

 

You can also skip the setup if you plan to restore a backup from USB drive, since the backup will 

contain these parameters. 

 

How to run the setup wizard again? 

 

If you wish, you can run the initial setup wizard again by going this URL: /app.html/setup 

For example, with the default IP the full link will be: https://192.168.0.100/app.html/setup 

 

  

https://192.168.0.100/app.html/setup
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The timezone should be auto-detected from the browser. It can slightly differ from the actual zone but 

the time should display correctly. 

Correct it if necessary. 

 

Note: system upgrades might reset your timezone back to UTC time. It is recommended to re-check 

and correct your timezone after doing any updates. 
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Next specify a different password for the default admin user. 

A password strength meter helps to choose a strong password, but it’s not enforced - you can use 

weak password at your own risk. 

 

 
 

As the final step, the unit will ask you to set up the backup options. 

As noted earlier, the backups are essential to safeguard against losing your data - don’t forget to also 

regularly export the backup files to external media! 

 

You could accept the default quick setup setting or customize the backup options, or skip it altogether 

at your own risk.  
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The default empty Web UI will load, which is very similar to a Windows HTML5 APS desktop. 

 

A tutorial will run to show you the basics of UI navigation. You may either proceed with the tutorial or 

skip it. Similar turorials will be shown for various menu options as you navigate the UI. 

 

Demo hosts 

 

You’ll see two hosts for demonstration purposes: a demo host and a demo generator. 

You can use them for trying out various features, setting up notifications and actions etc. 

They even have dedicated Desktops which serve as additional tutorials. 

Important: before adding real devices and sensors to L-DCIM, after you’ve checked the demo host 

and generator, it is recommended to remove them because the system logs will be full of demo 

events logged from these hosts. 
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Setting up the unit’s IP address 

 

 

To open the menu, click on the three horizontal lines in 

the upper left corner:  

 

Important: We’ll only describe the unique L-DCIM 

WebUI elements in details in this manual. All other 

menus and UI elements can be found in our separate 

APS HTML manual. 

Please refer to that manual if you need help navigating 

the menu. 

 

Go to the Settings menu / Server Settings / Local 

Network page to configure a different IP address for the 

unit. 
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Settings menu / Server Settings / Local Network page 

 

Here you can configure a different IP address for your unit. The default settings are as follows: 

 

1. If a DHCP server is used on the network, the auto-assigned IP settings should display (see below). 

2. If a direct connection to the PC was used, the default IP 192.168.0.100 should display (as on this 

screenshot above). 

 

Note that L-DCIM currently only supports IPv4 addressing. 
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Dynamic IP (DHCP) 

 

 
 

This is the default setting; the unit should display the dynamically assigned IP address, subnet and 

gateway settings from the DHCP server. 

These are displayed for your reference for connecting to the unit by its DHCP IP address. 

 

You may want to set up IP address reservation for L-DCIM (so that it always gets the same IP from 

DHCP), or assign a DNS hostname for it. Contact your network administrator for setting these up. 
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Static IP 

 

 
 

You can change the LAN IP to static on the Local Network page this way: 

 

1. Clear the checkbox from the option "Enable DHCP" 

2. Enter the static IP, netmask and Gateway IPs 

3. Click Save 

 

Note: you can only enter the new gateway as Default Gateway 
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After you click Save, the unit will save the new IP address and redirect the browser there. 

You’ll need to re-login again because of the IP change. 

 

Very Important Note: do not unplug the network cable until at least 60 seconds! If you remove the 

cable too early, the new IP settings won’t be saved correctly and you cannot access your unit. 

 

Once the unit has assigned the new IP address you can use the “ping” command to test the unit’s 

reply. 

 

Important information: after setting up the new IP, the unit has to be left turned on for at least 10-15 

minutes without rebooting. The changes you made are just saved to a temporary database, and it 

takes at least 10 minutes for these changes to be written to the DB stored on the flash storage. 

The Safe Mode’s IP settings are programmed to EEPROM storage during this time. If you don’t keep 

the system running for at least 10 minutes, the Safe Mode’s IP address will still be on the default 

DHCP setting. 

 

The same rule applies when you do a Factory Reset from a working system with a fixed IP: first the IP 

address will be the previous fixed IP, as used in Safe Mode and read from EEPROM. But if you 

reboot back to Normal mode you’ll see the IP address setting is changed back to DHCP mode in the 

system settings. If you don’t change this back to the correct fixed IP value, then after 10 minutes the 

unit will set the DHCP setting to the EEPROM and to Normal mode, and upon reboot you might have 

a problem accessing the Web UI. So always be sure to check and re-set your fixed IP when doing a 

Factory Reset. 
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Recovery information 

 

There is a “Restore factory defaults” option under the Maintenance menu (and by using the Reset 

button) which will restore all settings to default (including the IP address) and removes any applied 

APS updates. You’ll need to set up the unit again from the start and reapply any software updates. 

 

The units have a special boot mode: Safe Mode. You can perform factory reset and system firmware 

update with Safe Mode. We’ll describe using it below in this manual. 

 

Backup & Restore works the same way as in the APS PC version, except that backups can be only 

made on the unit’s internal USB drive. You can then import/export the backup files using additional 

USB drives. We’ll explain the backups in more detail in this manual. 

Important: always export your backups to external drives too. 

 

If the unit’s system storage USB drive gets corrupted and not readable, you can usually recover 

your configuration by inserting a known good drive while the system is still running and not rebooted. 

Restoring an exported backup configuration might still be necessary. 

If you remove the USB drive, the system will display a warning message that the USB drive is 

removed. You’ll need to insert the same drive or a new drive to the same USB port before the system 

can resume normal operation. If the SMTP notification is set up (see below) you’ll get a warning about 

the removed system USB drive. 

 

LinuxIPSet can be used only for getting the unit’s IP address. There is no recovery feature using this 

utility. 

 

WebUI password recovery should work the same way as on SP+ units, by pressing the Reset button 

for no more than 3 seconds. 

 

To enter Safe Mode using the Reset button: 

Power on the unit and then press and hold Reset button for about 8-10 seconds. This will boot the 

unit to Safe Mode directly. 

Important: don’t press Reset before you apply power, as this might cause the unit to not be able to 

turn on properly. 
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Information about software updates 

 

System update 

 

Any system updates are done via an aps-installer.deb file that can be either uploaded via HTML or 

via USB drive. This package contains updates to the APS software, and also contains any firmware 

updates necessary for the device. 

The Linux OS can be updated from Safe Mode (see below) via a special image file. Your 

configuration and settings will be kept intact. 

Always make backups and export them to another USB drive before you attempt any updates! 

 

Wireless sensor firmware updates 

 

Wireless sensor firmware can be updated in 2 ways: 

 Firmware Update Over The Air (FOTA) 

 Firmware update with direct USB connection to the L-DCIM unit (faster) 

 

We’ll describe the steps below in this manual.  
 
Important Note: Also see our separate manual titled “L-DCIM Upgrade How To” in the All Manuals 
>> L-DCIM Manuals section on our support website page. 
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Backup & Restore 

 

Backing up your system’s configuration is essential. The Backup and Restore feature is built-in to the 

unit, and is an integral part of saving your APS environment and its data. 

It is capable of saving and restoring all of your APS environment (monitored units, notifications, time 

attendance settings, other user accounts, etc.) and optionally the recorded video data. 

 

After setting up the unit’s IP address, we recommend you to configure the backup immediately. 

 

It is the end user’s responsibility to always make backups and export them to external media 

to avoid possible data loss! Your data and settings will be lost if the system USB drive has 

any problems and you did not make backups and export them! 

Review this section carefully and set up your backup configuration! 

 

Important: APS backups are “snapshots” of your configuration and will only contain data and graphs 

up until the time of the backup was made - keep this in mind when restoring an older backup. 

 

Note: you must log in with the Admin account to APS, otherwise you won’t be able to see or use the 

Backup and Restore feature. 

 

Note for wireless sensors: 

When you restore a backup, the connected wireless sensors might display as “unreachable”. This is 

expected because for the system, the last received radio packet timestamp has been sent a long time 

ago. 

The sensors will return to normal state and display correctly again, when their pre-set packet sending 

interval has been reached (normally 15 minutes) or if you manually press the Mode button on the 

sensor to force-send a data packet immediately. 
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Backup 

 

 
 

The Backup menu will show the backup state and the configuration. 

If you have performed a backup before, the date and time with result of the backup will be shown, as 

on the picture above (Note that some images will show the Windows APS Web UI). 

 

By default the backup is not configured, so you’ll need to click on the Configuration button first. 
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First, choose your backup 

directory where you want to 

store the backups with the 

Browse button. 

 

On the L-DCIM units currently 

only one location is supported 

for selecting the backup 

target. 
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Next choose the maximum allowed size for all backup files in Gigabytes. 

For making configuration backups only, 1-2 GB is typically enough. 

 

Note: all of the chosen disk space will be pre-allocated immediately, when you select the directory. It 

is to ensure there will be enough disk space for the backups and also to reduce file fragmentation 

(thus improve the backup and restore speed). 

 

Choose what happens when the maximum backup size is reached: stop the backup process or 

remove the oldest backup files first. 

It is recommended to select “Remove Old Backup upon Maximum Size Reach” option, as it will 

ensure you’ll still have a recent backup. 

 

You can choose to include the recorded video files in your backup, but this is not recommended due 

to the backup export to USB drive will take a very long time (more on this later). 

Instead, we recommend you to use the Video Archiving policies for automated video backup. 

 

Click Next for further options. 
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You could schedule your backup to run automatically, but it’s not necessary if you plan to manually 

run the backup. 

If you decide to set up scheduled backups, choose the frequency, and the time when it will be 

performed: 

 

 
 

Also you can specify a backup password for security reasons. You’ll be asked for the password upon 

restoring. 

 

Click on Finish to finish the backup configuration. 
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You’ll be taken back to the main Backup page, where you can start the backup process. 

Click on the Backup Now button and let it finish. A percentage counter will show the state of the 

backup process, as shown below: 

 

 
 

When the backup has finished (whether it was success or failure) you can review the backup log on 

your PC with the Download Log option on the upper right corner: 
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Export backup to external USB 

 

 
 

Click on the Export Backup option from the main Backup page to run the export wizard. 

Plug in your USB drive before starting this wizard. 

 

 
 

On the first screen you only need to select the backup file you want to export. 

The backup file source path should be automatically selected. 

In case you have backups in other directories that you want to export, you can still browse to them 

with the Browse button. 

 

Click Next to choose the folder where you want to copy the backup file to on your USB drive (or 

download it via the web browser). 
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Here you can either download the backup file (important: usually this only works with HTTP 

protocol enabled) or choose the export folder where you want to copy the backup file to on your 

USB drive with the Browse button: 

 

 
 

Open the USB drive’s folders with the > button.  
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Highlight only the folder where you want to place your backup into; don’t go inside the folder itself. 

You could also create a new folder if necessary. Click OK when done. 

 

 
 

Your Export Output path will show the destination folder on your USB drive. Click Next to begin. 
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Now the backup export has started. 

You’ll see the progress indicator. This process can take a significant amount of time if you have 

chosen to include videos in your backup (even hours!) so please be patient. Its duration is also 

depending on the write speed of your USB drive. 

During the export you can still use the APS Web UI for other tasks, but don’t close the export page. 

You can still open another browser tab or window with the Monitoring page for example. 

 

 
 

When the export has finished, click on Finish. 
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Restore 

 

You can restore the full APS configuration from a backup file created earlier. 

The backup contains all of your settings, users, Desktops and any connected units. 

 

Important note: because backups are “snapshots” you’ll lose any configuration changes and any 

graph data that was recorded after the backup was made. 

 

 
 

Click on the Restore Now button to begin the restore process. 

If you have performed a restore before, the date and time with result of the restore will be shown, as 

on the picture below: 
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The first important step is to choose the location of your backup files. 

If you have configured and made backups before, then the default path will be auto-selected. 

 

Then you’ll need to select the backup archive file (.bak) you wish to restore (which is named after 

the date and time it was made). 

The server’s MAC ID and IP address are listed in the details, and whether the backup contains video 

data or not. 

 

Provide the backup file password, if it’s necessary. We can recover your password for your backup 

file in case you have lost it. Please send us an e-mail to Support. 

 

Click Next to continue. 

 

If your system was reinstalled, or the backup is on an external USB drive, see the below steps how to 

access it. 
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When you click the Browse button to search for the backup files location, you’ll be able to browse 

local disks for files, and your USB drive. 

Note: you need to plug in the USB drive before this step, otherwise it won’t be shown. 

 

Click on the > arrow to open your USB disk. 
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Now choose the folder where your backups are stored. 

Don’t go inside the folder, you just need to highlight the folder and press OK. 

 

If you open the folder and go inside, a message will be shown to only select the folder itself. 
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As you can see on the screenshot, this folder on the USB drive has many backup files to choose 

from. 

 

Select the one you wish to restore and provide the password if needed, then press Next. 
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On the L-DCIM units the video storage path is not configurable. 

Press Finish to start the restore process. 

 

 
 

Be patient while the restore process is running. 

It can take a very long time if your backup file is on a USB drive and contains videos. 
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You’ll be notified by a popup window when the restore is almost complete. The APS service needs to 

be restarted to finish restoring. 

 

 
 

When the server is ready, you’ll be redirected back to the login page: 

 

 
 

After logging in, you should see all your units, Desktops and settings have been correctly restored.  
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As with the Backup option, you can download and view the Restore log to see if it has finished 

properly. 

 
Note for wireless sensors: 

When you restore a backup, the connected wireless sensors might display as “unreachable”. This is 

expected because for the system, the last received radio packet timestamp has been sent a long time 

ago. 

The sensors will return to normal state and display correctly again, when their pre-set packet sending 

interval has been reached (normally 15 minutes) or if you manually press the Mode button on the 

sensor to force-send a data packet immediately. 
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Server settings 

 

 
 

You can make changes to the unit’s settings in this menu. 

 

Very important note: 

After you made changes to any of the options, let your unit sit idle for at least 10-15 minutes or longer 

before removing the power or rebooting. If you remove power or reboot before this timeout, you might 

notice that your settings were not saved. 

This is because the unit first saves the settings to a temporary database and only writes the changes 

to the flash storage later. 
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General 

 

 
 

You can set your unit’s name, location, contact and System URL. Normally you can specify these 

during the setup. 

If you enter the GPS coordinates for your unit here, and then place it on a GeoMap type, the map will 

offer the automatic placement on the world map based on the coordinates you entered - see details of 

this feature in the APS HTML manual. 
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Connections 

 

 
 

Under Connections, you can specify the following: 

 

Default gateway: this shows the default gateway (default route) for the unit. It can be set on either 

the Local Network or Wi-Fi pages, you shouldn’t modify it from this page. 

Hostname: the DNS and DHCP hostname for the unit change it if you have multiple units. 

DNS servers: these are required for name resolution (eg. to find the www.akcp.com address). The 

defaults are set to Google’s public DNS. You can ping them to verify you have a working connection. 

Listen for connections on port: the RPC communication port that needs to match with the client 

units’ configuration. Defaults to TCP 5000. 

UPnP port mapping: this will try to dynamically negotiate ports with the connected units. It’s 

recommended to keep it enabled to avoid communication errors. 

 

  

http://www.akcp.com/
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Local Network 

 

 
 

You can manage the unit’s Ethernet interface from this page. 

Normally this should have already been configured during the first time setup (review that section in 

this manual for more information). 

Make sure your Default Gateway is correct and reachable, if your unit has to connect to external 

servers on the internet. 

 

Your Ethernet MAC ID will be also displayed here. 

 

Important: 

Since all licenses are tied to the unit’s MAC ID, it’s important to choose the interface which you’ll be 

using to access the unit. If you use another interface than what you used before, your licenses won’t 

work and the unit goes back to the default license. 
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Wireless 

 

 
 

You can manage the unit’s LoRa Wireless Sensor interface from this page. 

You’ll need to enable it before you can add any wireless sensors (the unit will ask you to do so if you 

haven’t enabled it yet). 

 

First you’ll have to choose a Wireless Channel for operation. 

After this, click on “Enable Wireless” option and then Save. 

 

Note: the RF Channel Region is defined by the hardware and cannot 

be changed! 

 

For best performance, check each channel for wireless communication 

and see which has the lowest traffic - the ideal channel is if it is “empty” 

and you don’t see any packets received while your unit doesn’t have 

any sensors added yet.  
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After you’ve enabled the radio, the Wireless Packet monitor window becomes active. 

If there’s radio traffic on the selected channel, you’ll already see some packets received. 

 

After you add wireless sensors, you’ll see their sent and received packets in the window. 

You can find each sensor by their Device Network Address, for example 19510084 on the screenshot 

below. 

 

 
 

You can also choose to display more or less log lines at once. This window is a live log view and 

cannot be paused/stopped. 

 

For troubleshooting, newer firmware (after image 186) has additional packet logging feature per 

sensor. See the wireless packet logger section in this manual for more information. 
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Wi-Fi 

 

 
 

You can manage the unit’s built-in Wi-Fi interface from this page. 

 

It supports 2 modes: 

 

 Access Point - act as a router for other wireless devices to connect 

 Station - act as a wireless client to connect to another router (most common scenario) 

 

We’ll describe the 2 modes below. 
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Station mode 

 

An automatic network search will run to let you easily connect to an existing network: 

 

 
 

A network list is shown with their signal levels. The list is updated automatically. 

 

 
 

Click on your Wi-Fi network’s name and enter your password to connect. The network security type is 

auto-detected.  
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First the unit will try connecting and get IP address automatically from the access point. 

If there were any errors, you’ll get a notification popup. 

 

 
 

If there were no errors while connecting, the network will be marked as connected. 

The unit will remember the connection’s password and the IP setting you used (see below). 

 

 
 

To disconnect from a network, you’ll need to click on the network’s name again in the list and the unit 

will ask you to confirm the disconnection. 

 

Note: the unit won’t remember the password you used to connect if you choose to disconnect from a 

network. If you have to reconnect, you’ll need to re-enter the password again. 

 

Important note: currently the unit supports only a WiFi SSID (network name) which contains ASCII-8 

printable characters, excluding the double-quote sign " 

For example, this SSID would work: ~! @#$%^&*()_ |-=\`[];':<>,.?/ 

But if your SSID contains the " character, the unit won’t be able to connect to your network. 

 

  



                                                                                                                 
L-DCIM Product Manual

 

- 52 - 

 

 
 

In most cases you need keep the interface in DHCP mode, but if necessary, you can enter a fixed IP. 

The default gateway could be modified to use the Wi-Fi interface if you plan to use this interface as 

the primary to access the unit. 

After you’ve successfully connected to an access point, the assigned DHCP IP address and gateway 

will be displayed here. 

 

Important: 

Since all licenses are tied to the unit’s MAC ID, it’s important to choose the interface which you’ll be 

using to access the unit. If you use another interface than what you used before, your licenses won’t 

work and the unit goes back to the default license. 
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Access Point mode 

 

 
 

Specify your SSID (network name) and connection password. The security is dynamic; it will use the 

strongest method that the client supports. 

Set your network channel (between 1 to 11) to one that is not over-crowded with other neighboring 

devices. If you have problems connecting with other devices, channel 6 is recommended. 

 

L-DCIM provides a basic DHCP server for the clients. 

The IP range is 192.168.128.x  
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Modem 

 

 
 

If the unit is equipped with the internal modem module, then the modem’s Dial-Out configuration 

can be set up here for data connections. Contact your service provider for the correct settings. 

 

You can also see on this page the state of the connection: the Status and the assigned IP address 

when connected, as well as the Signal Strength. 
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Connection Method: 

As with other SP+ devices, you can set the Connection Method 

and Connection Type to be always on, or on-demand depending 

on the Ethernet state. 

 

 

You may change the Connection Method as follows: 

 

 Never Dial Out (Use Ethernet only): the unit will never try to use the modem for sending out 

notifications. If you don’t have Ethernet connection, you should change this setting; otherwise 

you won’t get any notifications. 

 Dial-Out if Ethernet failed: the unit will only use the modem for sending out notifications, if the 

Ethernet connection fails. 

 Use Dial-Out Only: the unit will only use the modem to send out the notifications, regardless of 

the state of the Ethernet connection. 

 

 

Connection Mode: 

You may select a different Connection Mode (PAP/EAP/CHAP). 

The most commonly used is NORMAL which is GPRS Unsecured. 

 

 

 

 

 

 

 

 

Also you may change the Connection Type: 

 On-Demand: the unit will initiate a connection only when it’s necessary for 

sending out the notifications. 

 Always On: the unit will keep the connection up, even when there is nothing to 

send. 

 

Note 1: There’s no auto-detection feature for the internal modem module, the configuration is always 

shown even if your unit is not equipped with the module. 

Note 2: Only insert and remove the SIM card when the unit is turned off. Otherwise you can damage 

the SIM and the modem. 

Note 3: The PIN code for the SIM card needs to be removed; otherwise the modem can’t use it. 
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SNMP 

 

 
 

The SNMP service configuration options are shown here, it is required for SNMP operations. 

SNMPv1/v2 is enabled by default, with community password “public”. 

 

You can customize the SNMP port if required, but in most cases you should leave it at default to 

avoid connection problems with other client units. 

 

Scroll down for SNMPv3 options. 
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SNMPv3 

 

 
 

The SNMPv3 options can be found by scrolling down on the SNMP page. 

 

Below we’ll give a quick description of each setting: 

 

Level   Authentication Encryption Description 

No Authentication Username  No  Match Username (same as SNMP v1/v2c) 

Authentication Only MD5 or SHA  No  Auth Based on Algorithms (check password) 

Auth&Privacy MD5 or SHA  Yes - DES Auth Algorithms and Encryption 

 

Basically if you select No Authentication then the setup will be the same as with SNMP v1 and v2c 

versions: authentication is only checked by unencrypted username. 

Authentication Only will provide password protection but no encryption. 

Authentication&Privacy provides encrypted username and password protection.  
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VPN 

 

 
 

You can configure the built-in VPN server here. Its configuration is identical to that of the Windows 

APS versions. 

 

This feature is used to connect your SEC5E and SP+ units remotely with the L-DCIM VPN server. 

After the L-DCIM VPN server is set up, you’ll need to fill out the same options on both ends to be able 

to use the VPN connection (see below). 

 

Note: This feature requires a separate license on SP+ units. When you use the VPN option on the 

SP+ units, the maximum number of sensors that can be used by the unit will be reduced to 36 for the 

older F4 type units (this doesn’t apply to the L-DCIM itself and to the newer F7 units). 
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Set up VPN connection to the L-DCIM 

 

In the following pages, we’ll describe how to set up the VPN connection to APS with a SPX+. 

 

1. On the L-DCIM, Go to Settings>Server Settings>Virtual Private Network as shown in the 

picture on the previous page. 

 

Enable the VPN Server by clicking on the checkbox, and then change the Network Password in 

Authentication Setting. 

 

Remember the Network Encrytion Mode that you have chosen; you’ll need to 

provide the same setting on the client units. 

 

 

 

 

 

 

You can also make changes to the network settings, but you’ll have to use the same port on both 

sides of the VPN. 

 

Click Save and the VPN server status should show that it is running. 

 

Important: It might be necessary to disable and re-enable the L-DCIM VPN server if your clients 

cannot connect. Your settings will be still saved if you disable the VPN server, so you don’t need to 

re-enter them when you re-enable it. 

 

Note: The VPN virtual network has to be an entirely different subnet from the one you’re currently 

using, otherwise it won’t work! 

Ex. if you’re using 192.168.1.x network subnet on your LAN, use 192.168.17.x (or any other that’s 

different from 192.168.1.x) for the VPN link. 
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2. On the SP+ Web UI, enable the VPN (your license needs to be enabled first) 

 

First change the VPN Client on the top to "Enabled" and configure the VPN Settings on the form: 

 

- Specify the L-DCIM IP or DNS name in VPN Server Address 

- Use the VPN Network Password that you have specified on the L-DCIM 

- Set up the the VPN Encrypt Method on the Encryption tab; use the same setting that you have 

specified on the L-DCIM 

 

After clicking the "Save" button, the unit will ask you to reboot. 

 

After the unit has rebooted and shows "Connected", it will show the VPN client’s IP Address. 

 

 
 

You can review the unit’s syslog to see if there were any errors with connecting to the VPN server. 
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3. On your L-DCIM console, the SP+ unit will be added to the Monitoring page automatically, with an 

IP address automatically assigned from the range you specified. 

 

 
 

Important notes: 

A) If the SP+ was previously added to the L-DCIM using a LAN IP, it has to be removed (delete 

host). Connecting by VPN will use a different IP address for SP+ but the unit’s MAC address is 

the same, and they’ll be in conflict. This is not an issue if the unit has never been added to 

your L-DCIM before. 

B) If the SP+ unit was previously monitored by any APS or L-DCIM, it is recommended that you 

should do a “reset to factory defaults” from the Maintenance menu to fully remove the APS 

integration from the unit (the existing IP configuration can be kept). 

C) The Virtual Sensor Ping cannot ping an IP address on the VPN network. 

D) You cannot ping or open a unit’s Web UI if it’s connected through VPN to the L-DCIM; these 

units are ONLY accessible via the L-DCIM interface. Therefore you cannot configure SP+ 

virtual sensors and the Buzzer on these client units. 

 

Important notes for VPN setup with modem connection: 

 Port Forwarding to the L-DCIM is needed to be set up on your router (allow incoming VPN 

connection on your selected port) 

 The Internal Modem on the unit has to be configured first with the correct APN settings 
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SMTP Email Alert 

 

 
 

You can define a custom SMTP server for sending email for the following features: 

 Send configuration to AKCP Support 

 Get notified by a failed or unplugged system USB drive 

 

The Connection Security and Authentication Method parameters are similar as with other SMTP 

settings on SP+ units, such as SSL/TLS/STARTTLS. 

 

Note: you can only test the entered email settings after they’ve been saved. 

 

Important: make sure that your Network Gateway setting is correct (see at the Local Network 

parameter). If there’s no Gateway defined or it’s unreachable, then the unit won’t be able to connect 

to external servers on the internet. 
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Example setup using a Gmail account 

 

 
 

Enter your Gmail account and use the SMTP parameters as shown on this screenshot above. 

Important: before this can work, you’ll need to set up an additional setting in your Google account. 

 

Open Gmail in a web browser and go to 

Settings / Accounts and Import / Other 

Google Account settings 

 

Then from the Account settings open 

Security tab / Enable Less Secure Apps 
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Event logs configuration 

 

 
 

You can configure the maximum number of log entries with this setting. 

The size is unit of thousands, so the default 100 means 100,000 log entries. 

 

Also you can specify to either stop logging further events (not recommended) or remove the oldest 

entries when the maximum size is reached. 

 

The logs contain important information with date and time, so you should always refer to the logs 

when troubleshooting. 
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Notification 

 

 
 

With these settings you can control to filter sending “normal status” notifications during the L-DCIM 

startup, and if a device becomes “reachable” again after an “unreachable” state. 

In addition you can skip the notification for the “sensor error” to “normal” status change of sensors. 
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NTP - Network Time Protocol 

 

 
 

L-DCIM has a built-in network time server. 

This is necessary to synchronize the date and time on all connected client units, to have the log 

entries and the Access Control features to work properly. 

 

Here you can also manually set the date and time, plus the time zone. 

If you have a working internet connection, you should sync with a trusted online NTP time source 

(more on this below). 

 

You could de-select to force the time sync with client units, but this is not recommended. 

 

Important: Check your time zone setting after applying L-DCIM updates. It might be necessary to 

adjust the time zone again for your region. 
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Online NTP sync 

 

 
 

You can specify your custom NTP time servers for a reliable time source. 

Use the Ping button to check if they are reachable. 

To force-sync your unit’s time with these servers, use the Sync NTP Now button. 

 

 

You can also customize the frequency how often your unit’s clock will get 

synchronized with the trusted online NTP servers. 
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Language 

 

 
 

You can change the display language of the Web UI with this option. The default (and fallback if 

there’s an error) is English. 

 

With the Default Language option you can pre-define a language for new users, so they don’t need 

to change it themselves (but they still can, of course - see at the User settings in this manual). 

 

To edit the existing languages, or create your own, just click on the arrow next to it: > 
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There is a built-in language editor (similar to the one on SP+) that you can use to translate the 

interface to your language. 

You can also download the language file for future reference (at this time you cannot upload it back to 

the unit). 

 

 
 

Click on Edit next to each section of the language file to edit its contents: 

 

 
 

When done, save your changes and change the UI display language. 
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Maintenance 

 

 
 

You can perform some maintenance tasks from this page: 

 

Restore original settings 

This will perform a Factory Reset: it will reset all unit settings to their defaults, including the IP 

address. Using this option will also remove any applied APS updates, so you’ll need to reapply them. 

Important: You’ll need to freshly set up the unit again from the start; see the “Initial setup steps” 

section in this manual. You can then restore a backup if necessary. 

 

System reboot 

This will reboot your unit. Unlike on SP+ devices, to reboot the L-DCIM you don’t need to enter a 

password, as you are already authenticated. 

 

  



                                                                                                                 
L-DCIM Product Manual

 

- 71 - 

 

Reboot to Safe Mode 

This will reboot the unit into Safe Mode, to perform recovery and updates. It is recommended to 

perform a backup prior to using Safe Mode to make sure your data is safe if the upgrade fails for 

some reason. For more details see the Safe Mode section in this manual. 
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Services 

 

 
 

You can manage the unit’s service features from this page. 

 

Hardware Watchdog 

If there’s a software issue that makes the unit to stop responding, the watchdog will automatically 

reboot the unit. 

 

SSH 

L-DCIM runs Linux OS, and provides SSH terminal access, which is useful for troubleshooting and 

running special custom scripts. You can customize the SSH username and password, or disable SSH 

access. 

 

HTTP 

Clear-text HTTP is disabled by default for security reasons, but you can re-enable it from here and 

change its listening port, if necessary.  
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HTTPS 

The HTTPS port is always enabled. You can change its listening port, if necessary. 

On the SP+ family, the HTTPS supports TLS v1.1 and v1.2. 

The HTTPS cypher suites are not customizable. 

 

To eliminate browser warnings about the self-signed SSL certificate, you’ll need to replace it. 

Using the “Upload Certificate File” option you can upload an SSL certificate that will be used by the 

unit’s Web UI for HTTPS connection (see below). 

 

SSL Certificate 

 

SSL certificates are generated for DNS host names and not IP addresses. You should set a host 

name for the SP+ unit in your local DNS server or DHCP server, and then generate the SSL 

certificate for that host name. 

 

Example: secplus.mycompany.org 

 

The unit’s default DNS host name is “secplus” but you can customize this. 

Wildcard SSL certificates should also work, but this hasn’t been tested. 

If the name doesn’t match with the one in the certificate, the browser will still show a security warning. 

You can purchase a certificate from a trusted, verified Certificate Authority such as GoDaddy or use 

your company’s own CA if you have one. 

Please note that only non-password protected certificate files are supported. 

 

Choose your file with the Browse button and press Upload: 

 
 

Then you’ll be asked to restart the APS service in order to proceed with the new certificate: 
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When you select the file for uploading, you’ll get a warning if the file is not in .PEM format: 

 

 
 

The .PEM file is the private key + certificate combined. You can copy them to one file using 

Notepad++ if you have 2 separate files, as shown below (it has to be in Unix Line Format and not 

Windows): 

 

 
 

If you don’t upload a certificate, the built-in certificate will be used. You’ll get a browser warning upon 

opening the Web UI about an incorrect certificate. This is normal and you should add it as an 

exception or proceed, depending on your browser. 
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Software update 

 

 
 

You can install updates to L-DCIM APS using this option. 

 

You’ll need to select a .deb package from your local PC with the Browse button, which will be 

uploaded and installed. 

 

Optionally, if you place the .deb file on the root directory of a USB flash drive (don’t put it to 

subfolders) then L-DCIM can find it and install the update from there. If the .deb file is not found in the 

root directory, you’ll get a prompt that the update package cannot be found. 

 

Important: when you use the “Reset to defaults” option under Maintenance menu, any updates you 

installed previously will be also removed. 

 

Important: check your time zone setting after applying L-DCIM updates. It might be necessary to 

adjust the time zone again for your region. 
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Safe Mode 

 

Safe Mode is a special boot mode of the unit. You can perform firmware update (Linux OS update) 

and recovery functions even if the unit cannot boot in normal mode any longer. Safe Mode is 

accessible even if the system USB drive is corrupt or removed. 

 

Important: when the unit is booted into Safe Mode, the WebUI is run only on the default HTTP 

port 80 - there’s no SSL support in Safe Mode. Therefore the HTTPS link won’t work, you need to 

use HTTP protocol only. 

 

In order to access the unit in Safe Mode, use URL: 

HTTP://{unit_ip_address}/index.php 

For example: http://192.168.0.100/index.php 

 

You can boot to Safe Mode in 3 ways: 

A) by quickly pressing the Reset button on for at least 8 seconds as soon as the unit is powered on 

B) by selecting “Reboot to Safe Mode” from the Maintenance menu in normal mode 

C) using SSH commands (recommended only for advanced users or troubleshooting) 

 

 
 

As the browser establishes connection to the unit, the Safe Mode verification script is run, which 

takes a few seconds. After this it will reserve disk space for proper file operations. 

 

If the verification ends with an error, the following options available: 

1) Perform 'Factory Reset' 

2) Reboot to Normal Mode 

 

  

http://192.168.0.100/index.php
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If there were no errors during the verification step, then the available Safe Mode options are: 

 

1) Specify filename for firmware upgrade (7zip archive) 

2) Perform firmware upgrade (to upgrade the Linux OS) 

3) Perform 'Factory Reset' 

4) Reboot to Normal Mode 

 

Factory Reset information 

 

 
 

Using this option will erase all user data and settings, removes any APS upgrades applied and 

returns the unit to the default IP address (192.168.0.100). 

 

Warning: the reset will start without confirmation once you press the “Factory Reset” button! 
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Firmware Upgrade process 

 

With this option you can upgrade the Linux OS on the system, while keeping all your settings and 

user data (they’re stored on the system USB drive). However, make sure that you have a backup and 

you exported the backup to another USB drive, in case something goes wrong during this upgrade. 

 

Press the 'Browse' button and select a firmware archive file (7zip) in the popup window. 

Then press the 'Upload firmware' button. 

 

 
 

As the file is uploaded, the firmware update script is automatically run on the unit. 

It periodically reports its upgrade status that the WebUI shows in the browser. 

 

 
 

If there are any errors, you can click on the ‘Show Logs’ button to show a detailed log for the 

upgrade script output. 
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Very Important Note: If the unit’s power is lost during upgrade, the Normal Mode won’t start 

anymore. As a recovery feature, the unit should reboot back to Safe Mode and wait for either another 

attempt of Firmware Update or Factory Reset. If the automatic reboot to Safe Mode doesn’t work, 

you’ll need to manually boot the unit to Safe Mode by pressing Reset button for about 8 seconds 

during startup, or switch to Safe Mode boot by SSH commands (see below). 

 

 
 

As the procedure completes, the 'Reboot to Normal Mode' button will be shown. 

 

 
 

After clicking this button, the unit starts in Normal Mode again with the full APS-Server listening on 

the default HTTPS port (443). 

Normally the WebUI should automatically redirect and you don’t need to press the ‘Refresh’ button. 
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Safe Mode Troubleshooting 

 

Important note: SSH/SFTP access is also active in Safe Mode, there are special cases when you 

can use them. SSH is useful to manually check error logs and copy files to USB, with SFTP you can 

copy files in/out of the unit easily. 

 

What to do if power is lost during upgrade and Normal Mode doesn’t start: As a recovery 

feature, the unit should reboot back to Safe Mode and wait for either another attempt of Firmware 

Update or Factory Reset. If the automatic reboot to Safe Mode doesn’t work, you’ll need to manually 

boot the unit to Safe Mode by pressing Reset button for about 8 seconds during startup, or switch to 

Safe Mode boot by SSH commands (if Linux can boot up, see below). 

 

How to manually switch to Safe Mode from Normal Mode SSH: Log in as Admin user and enter 

the following commands, followed by pressing the Enter key after each line: 

 

sudo /sbin/akcp/switch_recovery.sh 
sudo reboot 

 

Note: You’ll be prompted for the Admin user password again when using commands with the “sudo” 

prefix. 
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Wireless Sensors 

 

Wireless sensors enable you to monitor your environment without the need of sensor cables. 

After setting them up and adding them to the L-DCIM unit, you can use them as conventional 

sensors. 

The setup procedure is more complex than with standard sensors; we’ll describe the necessary steps 

and the wireless sensor properties in detail below. 

 

Temperature and Humidity Monitoring 

 

You can monitor temperature and humidity in cabinets, refrigerators, and rooms. With the integrated 

door contact sensor on LBTHD you are also able to keep track of your security condition or ignore 

temperature fluctuations when the door is opened. IP54 rated enclosure provides waterproofing for 

use in outdoor environments. Mounting with DIN rail, magnetic, wall hang, cable tie or pipe clamp. 

 

Sensor Options 

 

 Battery powered, with 10 year guaranteed battery life* 

 USB powered 

 USB powered with backup internal battery** 

 Custom sensor cable length to position sensor and antenna in optimal position 

 

*10 year battery life based on data broadcast once every 15 minutes at an ambient temperature of 

25°C 

 

The most common sensor types are the LBTH and LBTHD (both types supports temperature and 

humidity monitoring), and we’ll use these sensors as examples. 

 

Important Note: Due to airlines & FAA restrictions it is not possible for us to include the internal 
batteries for the LBCAS and LSSI wireless sensors, so they are not included.  
 
You will need to purchase the re-chargeable AA batteries for each of the two sensors at your local 
retail store (4 for each sensor). You MUST USE the NiMh rechargeable batteries. If you try and use 
other types of batteries there is a risk of them exploding. Please refer to the separate LBCAS/LSSI 
manual for more specific details. 
 
This will void the warranty and AKCP will not be responsible for any loss due to damage, injury or 
otherwise if the correct batteries are not used. 
 
This ONLY applies to the LBCAS and the LSSI sensors. This does NOT apply to ALL other BOS or 
the AKCP wireless sensors with the internal batteries that are guaranteed for 10 years.  
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LBTD 

 

 
 

LBTHD 

 

 
The difference is that the LBTHD wireless sensor has an additional Dry Contact sensor. 
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Installation examples 

 

 
 

Pharmaceutical 

 

 
 

Warehouse 
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Cold storage 
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Adding wireless sensors 

 

 
 

The wireless sensors are needed to be added to L-DCIM then paired (data sync) before they can 

work together. 

Click on the Add Device link to begin adding your wireless sensor. 
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Choose AKCP Wireless Device from the list. 
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In the popup window, make sure the Device Type is set to AKCP Sensor. 

 

For the System Name parameter give it a meaningful value, such as the sensor type (ex. LBTH). You 

can modify it later. 

 

Now you’ll need to fill out the sensor’s network parameters carefully. 

To avoid mistakes, it is highly recommended to copy-paste the long HEX keys from a text file rather 

than typing them in. If you mistype a character or number, the sensor won’t be able to be synced with 

the unit! 

In future software releases, there will be an easier way to add the network parameters. 

 

See below for an example of correct sensor parameters. 
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On this sample picture, we’ll add a LBTH wireless sensor to L-DCIM. 

The network keys for the sensor are copied and pasted from a text file. 

 

Click on the Add button when all the parameters are set. 
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After you click Add, the sensor will be added to the APS console but couldn’t receive any data yet. 

The system will ask if you’d like to immediately sync the sensor, so that it can get the sensor’s data 

readings. 

 

Sync is required for each sensor; otherwise they won’t be paired and couldn’t be used. 

We’ll describe the sync process below. 

 

Note: if you haven’t yet enabled the unit’s LoRa radio interface and chosen a wireless channel, the 

unit will first ask you to enable this interface. See details for configuring the wireless channels in this 

manual’s Server Settings section. 

 

Important: you might have to sync the sensor twice. The first is to initialize the network parameters, 

and the second is for setting the sensor thresholds. With only one sync the sensor parameters might 

not be correct. 
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Wireless sensor synchronization 

 

 
 

The sync wizard needs to be run every time when you change a wireless sensor specific setting, such 

as the sensor thresholds for a LBTH temperature sensor. You’ll be notified to re-sync the sensor if 

you change a setting that requires it. 

 

The wizard has 3 steps to follow; we’ll describe each step below in detail. 

 

Important: you’ll need to have physical access to the wireless sensor in order to be able to press the 

Mode button on it. You cannot sync the sensor if you cannot press the button. 

 

Press the Sync Now button to start the sync wizard (first step). 
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In the second step, APS will prepare the parameters for the sensor, switch to the sync radio 

frequency (channel #6) and wait for a reply from the sensor with the network key values specified. 

 

Now you need to press and hold the Mode button on your wireless sensor until its LED starts to blink 

fast (after approx. 3-4 seconds) then release. The fast LED blinking is an identification that the sensor 

is now in SETUP mode and can receive the new parameters by radio packets from L-DCIM. 

 

The second step will timeout after 60 seconds; if there was no reply from the wireless sensor during 

this period, the sync process will cancel and the system will return to the normal radio frequency 

again. 

 

Check below at the troubleshooting section if your sensor cannot sync. 
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The wizard will proceed to step 3 only if it receives acknowledgement packet from the wireless sensor 

that it has entered SETUP mode and can receive the new parameters. 

 

Then the unit will transfer the configuration parameters to the sensor, and set up the system to 

receive data from the sensor. 
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After the sync has been completed, your sensor will periodically transmit radio data packets and 

basically behave like any other non-wireless sensor. 
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Sync troubleshooting 

 

If your sensor cannot be synced, check the following: 

 

 Double-check the wireless sensor network parameters. Even one character mistake can make 

the sync fail. You can remove and re-add the sensor or edit its parameters. 

 Check the antennas on both the L-DCIM and wireless sensor side. Antennas are required to 

be used at all times even if the sensor and the unit are in close range. 

 Ensure there is no other strong radio or magnetic interference in the area that could disrupt the 

communication between wireless sensor and L-DCIM. 

 Check that the wireless sensor is powered on and in Run mode. Press and hold the Mode 

button on it and watch the status LED. If it doesn’t blink, the sensor could have a damaged 

firmware, or failed internal battery. The firmware can be re-flashed again (see in this manual’s 

firmware update section for the steps). The batteries are not user replaceable. 

 Check the battery voltage on the sensor (if it has been added to your unit before). Low 

voltages will prevent the sync to successfully finish and the process will be stuck at step #2. If 

possible, connect your sensor to USB power source then the sync should work. 

 If you have another L-DCIM unit, you could set it to wireless radio channel #6 and watch the 

network packets. Channel #6 is the wireless sensor sync frequency and there should be 

packets sent/received during sync mode with a wireless sensor (even if the other unit is not the 

sender). 

 

Important: you might have to sync the sensor twice. The first is to initialize the network parameters, 

and the second is for setting the sensor thresholds. With only one sync the sensor parameters might 

not be correct. 
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After your sensor has been synced, you can add gauges and enable graph for the sensor the same 

way like with any other supported sensor type. 

 

Note: since the wireless sensor is not permanently connected to the unit but only by radio data 

packets, there can be some cases when they become “unreachable” state. This state means that the 

L-DCIM unit hasn’t received a data packet from the sensor over the specified timeout value. 

 

This can also happen when a backup file was restored on the unit - you can force-send a packet from 

the sensor by pressing its Mode button once, then the sensor will became reachable again. 

Otherwise it will be reachable state again when the pre-defined sensor packet interval occurs (see 

below). 
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Wireless sensor parameter setup 

 

On the following pages we’ll describe the specific wireless sensor property pages. 

 

Overview 

 

 
 

After you’ve synced the sensor, it will display a quick summary of the wireless sensor, such as: 

 

The network key values, radio signal quality, packet received count and the list of the internal sensors 

on the wireless sensor. 

 

  



                                                                                                                 
L-DCIM Product Manual

 

- 97 - 

 

If you haven’t yet synced the sensor with L-DCIM and just added it to the console, this page will just 

display the entered network values and no packet received count: 
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Device 

 

 
 

After you’ve synced the sensor, this page will display the network key values, packet received count 

and radio signal quality. 

 

Here you can edit the sensor’s network parameters and system name as well (see below). 
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Scroll down for the Settings part where you can edit the network key parameters, System Name, 

Contact, GPS coordinates etc: 
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If you haven’t yet synced the sensor with L-DCIM, this page will just display the entered network 

values (where you can edit them if necessary) and the received packet count will be 0: 
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Sensors 

 

 
 

This page will display the wireless sensor’s internal sensors. 

Click on each sensor for details and configuration. See below for examples. 

 

If you haven’t yet synced the sensor with L-DCIM, this page will just display the 2 predefined radio 

signal sensors that each wireless sensor has: the SNR (signal to noise ratio) and the RSSI (received 

signal strength indication). 

These sensors are present for each wireless sensor, regardless of their type. 
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For example, on the LBTH type sensors you would have a Temperature and a Humidity sensor. 

You can configure them the same way as you would with any other Temperature or Humidity sensor: 

 

You can change threshold values, sensor name, status description, continuous time etc. see below 

for details. 

 

For each sensor that supports SNMP addressing, you’ll find the Get SNMP OID button on the left. 
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You can open the SNMP OID list in a popup window that will list the OIDs that you can query/set from 

any other SNMP enabled network device. 
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In the Advanced tab you can change the sensor’s rearm value, enable/disable the graph and change 

the data collection type. 

On newer versions (13.6.892 and up) you’ll be also able to change between Celsius/Fahrenheit units. 

For details of these parameters, please refer to other AKCP sensor manuals. 
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In the status text tab you can change the displayed text for each sensor status. 

 

Please note: wireless sensors could usually just display “unreachable” state and not “sensor error” if 

there’s any error with the received packets. This is because of the sensor’s nature: you can either 

receive radio packets or cannot, and the sensor is not permanently connected to the unit as the 

conventional wired sensors. 
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You can also edit the continuous time settings; for details of these parameters, please refer to other 

AKCP sensor manuals. 
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Common sensors 

 
 

Every wireless sensor has a Voltage sensor, even if it’s a USB type. You shouldn’t need to modify 

the displayed thresholds. 

 

For battery-only type sensors, the displayed reading will show the status of the sensor’s internal 

batteries. If the voltage drops below the critical level, your sensor will stop working. With longer data 

transmission settings (see below) the battery would be good for approx. 10 years, but their life can be 

considerably shortened if you specify very short packet transmission times. 

 

For USB type sensors, the displayed voltage is what the sensor’s integrated MCU receives through 

the USB port.  
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This informational sensor indicates the radio signal’s SNR value (signal to noise ratio). 

In high noise ratio environments the sensor might not work correctly (there will be many lost packets). 
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This informational sensor indicates the radio signal’s RSSI value (received signal strength indication). 

With poor RSSI values the sensor might not work correctly (there will be many lost packets). 
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Edge Counter sensor 

 

 
 

All dry contact/switch type sensors on the wireless sensors have an edge counter sensor, which is an 

indication on how many times the input has changed state. It increments every time the dry contact 

changes state. 

 

However if it changes too often or too fast, the wireless sensor cannot transmit a packet for each 

changes instantly due to duty cycle regulation and also to reduce packet loss or collisions. 

This counter value is transmitted at each minimum broadcasting interval (aka keep-alive) depending 

on customer setting (see the following pages at Network settings). 

 

 
 

Optionally the counter can be reset, then the date/time of the last reset will be shown. 
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Network 

 

 
 

This is an important part of the wireless sensor configuration: here you can specify the sensor’s 

packet sending, keep-alive and data collection periods. 

 

For battery-only type sensors, you should use longer intervals to keep the sensor’s internal batteries 

working for longer. If the voltage drops below the critical level, your sensor will stop working. Also with 

a low battery voltage the sensor couldn’t sync its settings anymore. Using longer data transmission 

settings, the battery would be good for approx. 10 years, but their life can be considerably shortened 

if you specify very short packet transmission times. 

 

Device keep-alive packet: 

This parameter defines how often the wireless sensor will send a notification data packet to the L-

DCIM indicating it’s still online and working, along with non-critical sensor and graph data. The more 

wireless sensors you have, the longer the keep-alive parameter should be to avoid packet collisions. 

This parameter has big effect on battery life, therefore it’s recommended to use USB type sensors if 

quick data polling and fast graphing is required. 

You may also force-send a keep-alive packet by pressing the Mode button on the sensor. 

Note: the wireless sensor’s edge counter value is only sent with the keep-alive packet. 
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Sensor data polling: 

This parameter defines how often the wireless sensor will collect data from its integrated sensors. 

This parameter also has a big effect on battery life. 

Important note: if the sensor registers a status change on its internal sensor, ex. from “normal” to 

“high warning” on the temperature, it will immediately send a notification packet to L-DCIM regardless 

of the polling parameter. The polling parameter is just the periodic sensor data check parameter; if 

the value usually stays the same then there’s no need to decrease the poll period. 

 

Check for keep-alive packet: 

This parameter is used on the L-DCIM side, to check if the wireless sensor is still online and 

transmitting packets. It has to be equal to or greater than the keep-alive packet send parameter of the 

wireless sensor (the first parameter on the list). 

 

Graph data collection period: 

This parameter defines how often the wireless sensor should store the graph data internally. The 

sensor will continue to record graphing data in its own flash memory even if the L-DCIM is 

unreachable. A wireless sensor can store about a month’s graph data internally. When the L-DCIM 

unit becomes reachable again, the graph data will be gradually sent back to the unit from the sensor. 

Note: graph data for the non-critical internal sensors (SNR, RSSI, Voltage) won’t be stored on the 

wireless sensor, and their values only update with the keep-alive packet. 

Important note: the stored graph values are only for the internal sensors such as temperature and 

humidity, but not the radio signal sensors that are counted on the L-DCIM such as SNR and RSSI. If 

the sensor becomes unreachable, it is normal to see gaps in the graphs for the non-integrated 

sensors. The wireless sensors shouldn’t have missing gaps in the graph for their own internal 

sensors. 

 

On newer firmware (after image 186) you’ll also see a packet logger feature on this Network tab, 

which can help troubleshooting your sensor. See below about how to use this feature. 

 

  



                                                                                                                 
L-DCIM Product Manual

 

- 113 - 

 

Incoming packets logger feature 

 

This feature is added in newer firmware (after L-DCIM image 186). It helps to diagnose and 

troubleshoot wireless sensor problems. 

Each received packet (except setup packets) will be logged under Hosts menu, on the Network tab 

for each wireless sensor host. 

 

 
 

By default, the packet logging is turned off. 

You can choose to display Short or Detailed packet information. 

Normally the Short style is enough to easily see the transmitted and received packets. 

See below for examples. 

 

 

Each packet has: 

 state (which is used for icon, success/failure) 

 short description (one line short packet description) 

 long description (multiline packet description) 

 error description (which is required for support engineer) 
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On this picture with the short logging you can see normal sensor traffic: the wireless sensor transmits 

the collected graph data back to the unit, and receives RTC clock sync packets to keep the time in 

sync. 
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There are several packet types that are shown in the log: 

 

Configuration packet 

 

Configuration packet: device type: {}, firmware version: {}, power source: {}, sensors count: {} 

sensor #{}: compound ID: ({}, {}, {}, {}, {}), sensor type: {}, graph data: {} 

- where {} is a placeholder for appropriate value 

 

Events data packet 

 

Events data packet: events count: {} 

event #{}: timestamp: {}, type: {} ({}): reboots count: {}, last reboot reason code: {} 

event #{}: timestamp: {}, type: {} ({}): power source: {} 

event #{}: timestamp: {}, type: {} ({}): sensor #{}: sensor ID: {}, timestamp: {}, sensor status: {}, sensor 

value: {} 

- where {} is a placeholder for appropriate value 

 

Sensors data packet 

 

Sensors data packet: sensors count: {} 

sensor #{}: sensor ID: {}, timestamp: {}, sensor status: {}, sensor value: {} 

- where {} is a placeholder for appropriate value 

 

Graph data packet 

 

Graph data packet: graphs count: {}, graph data block timestamp: {}, graph data points count: {} 

- where {} is a placeholder for appropriate value 

 

Setup packets 

 

Firmware upgrade packet 

 

Firmware upgrade packet: firmware upgrade packet type: {}, firmware upgrade manifest ID: {}, 

received firmware image blocks count: {} 

- where {} is a placeholder for appropriate value 

 

Synchronization packet 

 

Synchronization packet: packet ID: {} 

- where {} is a placeholder for appropriate value 
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On this example picture with detailed logs you can see firmware upgrade, graph data, configuration- 

and sensor value packets logged. 
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Another example picture with detailed logs, which has some error events as well as a configuration 

packet for setting sensor polling intervals. 
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Wireless sensor firmware update 

 

Wireless sensor firmware can be updated in 2 ways: 

 Firmware Update Over The Air (FOTA) 

 Firmware update with direct USB connection to L-DCIM unit (faster) 

 

Below we’ll describe the steps, but the WebUI might look different on your unit. 

 

In both cases, the unit will update all sensors of the same type (based on the firmware binary file), 

therefore you’ll need to re-run the update for different sensor types. 

 

If the firmware you attempt to upgrade to is lower version than what is already on the unit, then the 

upgrade will fail. 

 

Very important: on older system firmware the upgrade can only run if the sensor is powered by USB! 

Even the battery-only sensors have a USB port for this purpose. On newer firmware (after image 180) 

the battery-only sensors can now do FOTA upgrade without USB connection. 

 

FOTA update 

 

This is a method of updating the wireless sensor firmware over the air, 

with radio packets only. 

It takes a long time due to the packet send, receive and verify 

mechanism. 

 

Open the main menu, and expand the ProbeManager menu. 

 

Click on the Wireless Device Firmware option. 
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Note: on newer firmware (after image 180) the FOTA update process has been changed slightly. You 

will still need to proceed the steps mentioned below, but first you will have to make a schedule for the 

upgrade (between 30 minutes and 1 day) instead of immediately upgrading. This has been done to 

improve the efficiency of the upgrade, and let each sensor have time to prepare for the upgrade. 

 

 
 

First you’ll need to select your firmware binary file. It will define which sensor types it can update. 

It needs to be uploaded to the L-DCIM unit first with the Upload button. 

Then press the Upgrade button to start. 

 

 
 

First cycle: the unit sends the update packets, and asks the wireless sensors if they received all 

correctly.  
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Note: the wireless sensor will stop transmitting packets and enter pause mode during the upgrade (if 

it doesn't receive further packets it will return to normal mode after a few minutes). 

 

The sensors which have already started receiving update packets will change their status to pending 

(blue icon): 

 

 
 

Those which didn't respond will remain in yellow warning state (no answer) and they won't be 

updated. 

 

 
 

Second cycle: the unit asks the sensors for the missing packets and it will resend them, until no 

wireless sensor asks for further packets. 
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Third cycle: the unit will wait until it doesn’t receive any packet queries from the wireless sensors, 

then display "upgrade successful" on the WebUI. 

In this case the "upgrade successful" message means that the firmware was sent to the air and each 

wireless sensor has responded that they got the new firmware successfully. 

After this step, the wireless sensors will begin the upgrade by themselves. 

 

Note: the graphing will still run on the sensors while in upgrade mode, the sensor will store graph data 

inside of its flash and send to L-DCIM later. 

 

After the wireless sensor has finished the upgrade, it will return to normal running mode by itself, and 

start to send data packets again. 

 

Usually the upgrade has finished when the wireless sensor reports its new firmware version number. 

 

In case the upgrade fails for some reason, you can recover the sensor by flashing the firmware with 

the USB method (see below). 
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USB upgrade 

 

Using the ProbeManager’s Firmware option, you can upgrade the 

wireless sensor’s firmware in a conventional way. 

 

Important: the sensor needs to be directly connected to one of the L-

DCIM unit’s free USB ports via a USB data cable. If the cable doesn’t 

provide USB data signaling, the upgrade will fail. 

 

The ProbeManager might display an unknown error code if you 

attempt the upgrade without connecting the sensor via USB data 

cable, or if you attempt to downgrade the firmware version. 

 

Note: with this method you can recover sensors that had earlier failed 

the upgrade, even if they’re in “unreachable” state - but their network 

parameters have to be correct, and the sensor should not be removed 

from the APS console. 

 

 

 
 

First you need to select the firmware binary file with the Browse button. 
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Next choose the sensor(s) you’d like to update with the Add Host button. 

 

 
 

Click on the Update Now button to begin. 

 

After this the upgrade will proceed like with other AKCP units: the firmware is uploaded to the sensor 

and then applied. The sensor will return to normal running mode after the upgrade. 
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Please contact support@akcp.com if you have any further technical questions or problems. 

 

Thanks for Choosing AKCP! 

 

mailto:support@akcp.com

